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1. {£/ ssh-keygen &£ B XS

oS HEM—XEH, BRIANZFRA id_rsa.pub (A4H) M id_rsa (FA%0),
£ F ssh-copy-id FE/A4$R

(base) haowei@Haos-MacBook-Pro-2021-M1-Pro .ssh % ssh-copy-id -1 id_rsa.pub sp

/ust/bin/ssh-copy-id: INFO: Source of key(s) to be installed: "id_rsa.pub"

/usr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s), to filter out any that are already installed
/usr/bin/ssh-copy-id: INFO: 1 key(s) remain to be installed -- if you are prompted now it is to install the new keys

parallels@10.211.55.4's password:
Number of key(s) added: 1

Now try logging into the machine, with: "ssh 'sp™

and check to make sure that only the key(s) you wanted were added.
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config X1

Host hfmaster
HostName 192.168.4.100
User root
ServerAlivelnterval 60
ServerAliveCountMax 10
ldentityFile ~/.ssh/ida_ras
Port 10714

Host ali sl
HostName 121.199.10.158
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PS C:\Users\Administrator> cat .\.
192.
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192.
192.
121.
121.
192.
192.
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168.
168.
168.
168.
168.
199.
199.
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il
4.
il
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.1e8
.181
1e2
.183
.le4

ecdsa-sha2-nistp256
ecdsa-sha2-nistp256
ecdsa-sha2-nistp256
ecdsa-sha2-nistp256
ecdsa-sha2-nistp256

1
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ZEMIT TR

ssh\known_hosts

AAAAE2VJZHNhLXNoYTItbmlzdHAYNTYAAAATIbmLzdHAYNTYAAABBEFxJfxR2giSYyAIZSctXHFuakepA3nc+aVfal93aJKBr56ZL20XJdvo6pEKS/i0F20K0tcay7leqDg8JIgcThgl=
AAAAE2VIZHNhLXNoYTItbmlzdHAYNTYAAAAIbmLzdHAYNTYAAABBBGY JFDXxOSIMVpYTwG3EXKEEWFTVFXBj3eKVE9RX9ahPDOT6DXHENOhTYOtLGY JEBKFTUPQbIm/08PZD11w3FVNM=
AAAAE2VJZHNhLXNoYTItbmlzdHAYNTYAAAATIbmlzdHAYNTYAAABEBAeclRNn80oZdDBexZU6v1idvaWoijfemkZXuebh2XPgWBIUWNmMSaTqMiByVGQAFV6kUbstGanjM3n8nWkoqyGpPFL=
AAAAE2VjZHNhLXNoYTItbmlzdHAYNTYAAAATIbmlzdHAYNTYAAABBELBcFKRIKLTtZz00BsU/Scl+jQWOEBTM+S+6CRHto+xGycBMtSkmquwXpFMuprllhsayidH2HeRiRUiI1HL5Zyw@Sg=
AAAAE2VjZHNhLXNoYTItbmlzdHAYNTYAAAAIbmLzdHAYNTYAAABBBFYNpPMKp3vFyCVBSbOmcTUoyHqrP10MF26GRhh9 jX1IVy823gRUBpQWXX2DX+jy LCRMF2V3Xd2UyESWFOBFfrbQ=

10.158 ecdsa-sha2-nistp256 AAAAE2VJZHNhLXNoYTItbmlzdHAYNTYARAAIbmlzdHAYNTYAAABBBE9O3Eqy01RRaMH5933piD8TPSVIGTFTRQREEBXsbq6AYWTI2b8YiBE+yWS5yax62GVHQZXyUJI3sm5XFdGyeADyuc=
10.158 ssh-ed25519 AAAAC3NzaCllZDIINTESAAAAIPSHLFZR6peWfcgCpeMii/zvCerVgRWEZdekap5pjJD7

168.2.21 ecdsa-sha2z-nistp256 AAAAE2VJZHNhLXNoYTItbmlzdHAYNTYAAAAIbmLzdHAYNTYAAABEEMKelPXUH5cbPHSfpyOwdCIBEgGSUiYuDUDrYlUWE JHNFNGULKIiRTNLMVSgiAKYR3AVRY6JPXX5gPg3s6XVAlrBo=
168.2.30 ecdsa-sha2-nistp256 AAAAE2VjZHNhLXNoYTItbmlzdHAYNTYAAAAIbmLzdHAYNTYAAABBEMKelPXUH5cbPKSFpyOwdCIBEgSUiYuDUDTULUWE jHNFNGULKiRTrNLMvSgiAKYR3AVRY6]PXX5gPg3s6XVALTBo=
PS C:\Users\ndministrator>|
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authorized_keys (1
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ILXRIBIA:

& FPin A% + IKSZaM#E
AT A— DS

root@serverf®:~# cat .ssh/authorized_keys

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQCSypaf65S51i5xwIRPVES/H27+hPTLPMd2qP50GjS0L0/ThMKHTSCTVNPEQOFIT/ xwTpNWJ0/bqfuIrlbzF2UqeihQ@eBscVblsBQILtOMbiK/TpgMqQUKgBKFRgPOT
fPvdDVjcYNWk+sWyRf9Z9LdrtG3zzPbNA+Vi+cRpubCeekiu2+bgorQ9pUqzTEgIOqULMCSxiMpM3WOND1Z7i9BpbE3baEv7Bo0sw5FIx0seUGI+wBkwQXJIZSr263Se/ZhMnjH9Qd1RUIObdub6jIKS8210q9V2Y+bd
ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQCOkoQeIbf+bJEITEIVdGSL3W/ThdjF8/2UMZ jBYBKUWSUieqAVXXT1S9990HELYHpLlmPLY3cvix13q3RjEUTLWGAF JdDgAMCSdCWop3b5FfhmEIKSXALt2KKNXX TP
3HjX835dBK8uNko5Ez jgecoXN/wvllaF7TnX8Y16K3Xaipr2hljqBGomAC6THaB2BczOVi2ZVEdePboPuPrdhd jSqdxmjqIZc08DZWyv3xb8TvxiBVFREBLULErQA6InpFFf1L7NIyTwNrLHvsQL /WUTEbMhyJzratqz/ ]

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQCYXUPdQSXREiI1ImGaalFVKzQoexdBlLVs2eJdvp2jTkykUINv/gxg00+tZtBP8FSKqiQSmejUENGTWqLROKNZpUXe6It2yN+AazCmfYDyjkjIcNe/cvFfBCUEXL5D6
ntsLKMHOLjrPgVnvtcpuzxWI3/miIvd/FUGMyTKnlmeRmUOyLiwyKUy@Q7RBiybsazpX7HOnccDRmMb1HSB/3jm108tedDd,/1fIPcUWbgOMHURL1CHSsxhgA jYACXLPAiTOCNWFodo L 7TtYOFOKrn5ZAZLGX.Ip6+0Ffch/Wn
ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDY7zHMKFgLHTREPp+z412RJIi0cYWRG3y5eucdbyTPu91D1tRqMEeLGESZn/FKTrHCAQT7XvT7iDgW+VN57en+gyU2NaQ8upRVatUwEY8au6r/susgGJz9BYE90uoh9oL 9
oxXFOduoX3IzuXfvmd3K9cZepw3WUEpYNMBOPYELiCKkQoCLTW2taaF+i8IWbvtf+yp6Z8tNgUFfvMKDEPPSIqXZoISpeTC/ubhbnNVrzffpXAJBQEqhPod6Vjnn2DrYsyxUdeI9kFM3qtMdvS5uQOoLlnTzHM3NF21H/JBSME
ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABgQDDXn8FDVzB8QUaaneBV0Oep2bLNI1PozIUMgMUaf62+0YLPYOETabI+cHSFqS6sFTIS2ay5mvAPPxr8A8deZvnCUMCNgOMYTIislQeBMF7aQuuBu2yYkGXauysonHul
BUSOWYWS jZusHm7f8FOYOVKk3noz jDdTd+mIvC60Lov3UQoim5k8U513ETREpgUX0EXxaGLwBKETYS5ukN1GXUC/ xZHAGTrDIWe088VbPMKENIF jFqWPe0dbCHTSYDZQ1X91a6himy9iWIp5Vk6gEsJO2YKF7aTThvhuber

2022-6-16 ItRERZERRABRAE 17



H X

CONTENTS

(R
SSHEARESENA
2 T{EIRIE

EIEER. BENINEE TR,
3 ELEN A

~/.ssh RIS E

F

0 4 FEBIRME

SSHERIRIERESHIS
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« SSHEGIAUGO 4 22, EEMNTTINERE, BoIMER-piEE, MIATREZFGLSEFEMN:
* ssh root@192.168.4.100

* ssh root@192.168.4.100 -p 22

. EEBRHO

ATREBRGZE, AAMNNENFEZENEMRKAS, B kB I\imH RIS,

1. BRBRRE=R
2. 4mtE /etc/ssh/sshd_config 75N Port=ix 05, EERkimO&8 4845 Port=45
3. EJ3ssh: systemctl restart sshd # = {# FHa5< service sshd restart

4. EFsshimAEEE X netstat -ntlp
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!ZEI%E*/T\E%K%% NRGREHRTHEREEEERE.

(base) haowei@Haos-MacBook-Pro-2021-M1-Pro ~ % ssh parallels@10.211.55.4

The authenticity of host '10.211.55.4 (10.211.55.4)' can't be established.

ED25519 key fingerprint is SHA256:h/6 AwYDxWO|BY[4QGWwdC8csoAOxk2i6mFnyKPGzHBc.
This key is not known by any other names

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes

Warning: Permanently added '10.211.55.4' (ED25519) to the list of known hosts.
parallels@10.211.55.4's password:

Welcome to Ubuntu 20.04.2 LTS (GNU/Linux 5.4.0-107-generic aarch64)

« RImKART
EEEAT, A TEEHN, T -o StrictHostKeyChecking=no
aéjﬂﬂ/’\—JLijﬁr ﬁ[rT_;yf_T_

(base) haowei@Haos-MacBook-Pro-2021-M1-Pro ~ % ssh parallels@10.211.55.4 -o
StrictHostKeyChecking=no

Warning: Permanently added '10.211.55.4' (ED25519) to the list of known hosts.
parallels@10.211.55.4's password:

« MBRELRERICE
BB TN SICELE ~/.ssh/known_hosts 5,

10.211.55.4 ecdsa-sha2-nistp256

HEARRM TR

ZuI.-
;/,gl

=

K=

1t

' ® ; haowei — parallels@ubuntu-linux-20-04-desktop: ~ — ssh parallels@®10.211.55.4 — 88x29

Last login: Sun Jun 12 17:37:22 on ttys@ol

(base) haowei@Haos-MacBook-Pro-2021-M1-Pro ~ % ssh parallels@10.211.55.4

The authenticity of host '10.211.55.4 (10.211.55.4)' can't be established.
ED25519 key fingerprint is SHA256:h/6AwYDxWOjBYj4QGWwdC8csoAOxk2i6mFnyKPGzHBC.
This key is not known by any other names

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '10.211.55.4' (ED25519) to the list of known hosts.
parallels@10.211.55.4's password:

Welcome to Ubuntu 20.04.2 LTS (GNU/Linux 5.4.0-107-generic aarch64)

* Documentation:
Management:
* Support:

https://help.ubuntu.com
https://landscape.canonical.com
https://ubuntu.com/advantage

*

* Super-optimized for small spaces - read how we shrank the memory
footprint of Microk8s to make it the smallest full K8s around.

https://ubuntu.com/blog/microk8s-memory-optimisation

94 updates can be applied immediately.
To see these additional updates run: apt list --upgradable

The list of available updates is more than a week old.
To check for new updates run: sudo apt update

Last login: Sun Jun 12 17:37:15 2022 from 10.211.55.2
:~$

AAAAE2V|ZHNhLXNoYTItbmlzdHAYNTYAAAAIbmIzdHAYNTYAAABBBGNrhtbSXOPBgbhmiDF7h4Ua4iHDAy2vyzTam9+Etéw6ZscHok/5r04DUf5Xb65Go5aX3m/ylIsZE1FfZ3Yt/sQ=
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AN } i : ZVULAI
1 T B [8) & IR 4% ¥ raw

& SSHEEKR EX B UWREIRRE, #ie T iERE IR "Write failed: Broken pipe”. &I (6] A9 5
A1REZ, MEEMUT=FAIETTE:

||ﬁ‘5 H?ﬁ%i Tj_:'_%-ffgfﬁ p< EF',,J\J]I]?’A‘%( -0 ServerAlivelnterval=60

$ ssh -o ServerAlivelnterval=60 user@sshserver

« Fconfighi#fTECE

Host hfmaster

HostName 192.168.4.100
User root
ServerAlivelnterval 60
ServerAliveCountMax 10
|dentityFile ~/.ssh/ida_ras
Port 10714

* TERSGRimCE
TEAR 281 /etc/ssh/sshd config AR TARAEA

ClientAlivelnterval 60
ClientAliveCountMax 10
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